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ABSTRACT 

 
ARTICLE INFO 

This problem is defined as follows: (i) a user wants to query a database of location 

data, known as Points Of Interest (POIs), and does not want to reveal his/her 

location to the server due to privacy concerns; (ii) the owner of the location data, 

that is, the location server, does not want to simply distribute its data to all users. 

The location server desires to have some control over its data, since the data is its 

asset. We propose a major enhancement upon previous solutions by introducing a 

two stage approach, where the first step is based on Oblivious Transfer and the 

second step is based on Private Information Retrieval, to achieve a secure solution 

for both parties. The solution we present is efficient and practical in many 

scenarios. We implement our solution on a desktop machine and a mobile device to 

assess the efficiency of our protocol. We also introduce a security model and analyse 

the security in the context of our protocol. Finally, we highlight a security weakness 

of our previous work and present a solution to overcome it. 
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I.  INTRODUCTION 

 
Owing to increasing demands from mobile users, 

Location-Based Services (LBSs) have received a lot of 

attention in recent years. Examples of queries for 

location-based services include the nearest gas station 

from my current location, and all the cinemas within 1km 

radius, which buses will pass by me in the next 10 

minutes? and so on. While data objects in the rest two 

examples are stationary, those in the last example are 

mobile. In this paper, we focus on queries issued by 

mobile users on relatively static data objects, because they 

are the most common kind of queries in LBSs. The 

movement of mobile clients presents many new research 

problems for location-dependent query processing. There 

are several technical issues involved with the 

implementation of a LBS, which include locating the 

position of a mobile user, tracking and predicting 

movements, processing queries efficiently, and bounding 

location errors. Our protocol thus provides protection for 

both the user and the server. The user is protected because 

the server is unable to determine his/her location. 

Similarly, the server’s data is protected since a malicious 

user can only decrypt the block of data obtained by PIR 

with the encryption key obtained in the previous stage. 

In today’s modern world, it is very easy for a person to 

know his/her location with the help of devices having 

GPS facility. When user’s location is provided to LBS, it 

is possible for the user to know all the location dependent 

information like location of friends or Nearest Restaurant, 

weather or traffic conditions. The massive use of mobile 

devices pave the way for the creation of wireless 

networks that can be used to exchange information based 

on locations. When the exchange of location information 

is done amongst entrusted parties, the privacy of the user 

could not be  harmful. Existing protocol doesn’t work on 

many different mobile devices and another issue is that, 

Location Server (LS) should provide misleading data to 

user. So we are working on enhancement of this protocol. 

 

II. LITERATURE SURVEY 

 
Location based  services (LBS) are mostly associated with 

the degree information, entertainment and utility service. 

Typically accessible by mobile devices like, mobile 
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phones, GPS devices, pocket PCs, and in operation 

through a mobile network. A LBS offers several services 

to the users supporting the geographical position of their 

mobile device. The services provided by LBS usually 

support a degree of interest database. By retrieving the 

Points Of Interest (POIs) from the information server, the 

user will get answers to varied location based queries, that 

embody, however don't seem to be restricted to - 

discovering the closest ATM machine, petrol station, 

hospital, or station. The Location Server (LS), that  

uses some LBS, spends its resources to compile data 

regarding varied fascinating POIs. Hence, it is expected 

that the LS wouldn't disclose any data while not fees. So 

the LBS has to make sure that LSs knowledge is not 

accessed by any unauthorized user. 

 

M. Bellare and S. Micali. They have proposed a client and 

fair protocol for secure two-party computation in the 

Optimistic model, in which a partially trusted 3rd party T 

is available, but not  evolved in normal executions of 

protocol. T is required only if there exists disruption in 

communication or if one of the two parties denies or 

misbehaves. This protocol ensures that even if one party 

terminates the protocol at any of the time, the 

computation is still fair for the second party. 

Communication is over an asynchronous network. 

III. PROPOSED SYSTEM 

 

In this paper, we propose a novel protocol for location 

based queries that has major performance improvements 

with respect to the approach by Ghinita  

Atel. Like such protocol, our protocol is organized 

according to two stages. In the first stage, the user 

privately determines his/her location within a public grid, 

using oblivious transfer. This data contains both the ID 

and associated symmetric key for the block of data in the 

private grid. In the second stage, the user executes a 

communicational efficient PIR, to retrieve the appropriate 

block in the private grid. This block is decrypted using the 

symmetric key obtained in the previous stage.  

 

Our protocol thus provides protection for both the user 

and the server. The user is protected because the server is 

unable to determine his/her location. Similarly, the 

server’s data is protected since a malicious user can only 

decrypt the block of data obtained by PIR with the 

encryption key acquired in the previous stage. In other 

words, users cannot gain any more data than what they 

have paid for. We remark that this paper is an 

enhancement of a previous work. 

 

 
 

Fig 1. Location Based Service 

 

 

 

IV. ADVANTAGES AND APPLICATION 

 
Advantages: 

 

Users are vulnerable to linking attack if they naively 

reveal their reputations to the application server. 

 

Minimize the risk of such attack. 

 

It can reduce the link ability. 

 

Disadvantages: 

 

Location server supplies misleading data to client. 

 

Overhead problem occurs in primarily test used in the 

private deformation retrieval phase. 

 

Incorrect conclusion may be derived. 

 

Applications: 

 

Recommendation of social events in the city. 

 

Request made to the nearest business or services such as 

an ATM, a restaurant or a store. 

 

Turn by turn navigation to any address. 

 

Locating people on the map displayed on a mobile phone. 

 

Receiving alerts such as notification of a sale on gas or 

warnings of a traffic jam. 

 

V. CONCLUSION 

 
In this paper we have done survey on privacy preserving 

and content protecting location based queries. We have 

studied all the references by scholars to develop a 
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protocol both for user and server for their privacy 

assurance. In these days it is necessary to provide high-

end privacy to user and server in location based services. 

Our proposed work shows that we are giving privacy to 

number of users at a time. Also we will enhance this 

protocol because sometimes server gives misleading data 

to the user. So we have to avoid it, because user paying 

for a requested service and getting wrong information is 

totally unfair. 
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